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Abstract

Energy conservation is a major concern of large scale sensor network systems when deployed for long-term
monitoring purposes. In such a wireless sensor network, information obtained by individual sensors must be
aggregated via wireless communication channels, and hence will consume a considerable amount of energy. This
problem can be mitigated using “data fusion” where data sampled at individual sensors is processed locally to
calculate a local statistic. These locally processed results then will be transmitted to a “fusion center” via wireless
channel to deduce a global statistic. There are two types of data fusion modes: decision fusion where a decision
from small discrete set of possible decisions is transmitted from each sensor node; and value fusion where a real
number is transmitted from each sensor node. Numerous decision fusion methods have been proposed in the past.
Yet, few have claimed optimality in terms of maximizing the probability of correct decision of the fused decision.

In this paper, we present a simple, yet practical proof to show how to derive an optimal decision rule for a family
of decision fusion problems where sufficient amount of training data samples are available. This proof is general
in the sense that it is not tied to any specific existing decision fusion algorithms. Yet, it can be used to access the
optimality of any existing decision fusion algorithm for particular set of problems.

Index Terms

decision fusion, data fusion, information fusion, sensor network, data aggregation, Bayesian inference, classifier
fusion, stack generalization, mixture of experts, classifier ensemble

I. INTRODUCTION

The emergence of small, low-power devices that integrate micro-sensing and actuation with on-board processing
and wireless communication capabilities stimulates great interests in wireless distributed sensor networks [1], [2],
[3]. The sensor networks often perform tasks such as detection, classification, localization and tracking of one or
more targets in the sensor field. The sensors are typically battery-powered and have limited wireless communication
bandwidth. Therefore, efficient collaborative signal processing algorithms that consume less energy for computation
and communication are needed for these applications [4].

In this paper, an important collaborative signal-processing task, data fusion of sensor signals, will be discussed. In
literature, there are two types of data fusion methdésision fusiorversusvalue fusion The value fusion combines
continuous, real-valuedamples or estimates reported from individual sensors, while decision fusion combines a
finite, countable set of integer-valueticisions from sensors. In reality, real numbers have to be quantized into
discrete values before they can be transmitted digitally. Hence the distinct between these two fusion methods may
be somewhat blurred. In this paper, however, we adopt the narrower definition thedeision fusiorto refer to
detection or classification applications. In this family of applications, each sensor will make a local decision among
often a handful of possible choices. As sutte total number of different combinations of decisions made by all
sensors will be enumerable

In [5], optimal data fusion is presented under the constraint of a fixedit of n weighted threshold fusion
architecture. In [6], a hierarchical model is used and Bayesian Gibbs sampling method is used to design the fusion
rule.

Data fusion has also been studied in the context of combining multiple classifiers. In [7], three types of
classifier combination methods, namedyeraged Bayes classifiergoting principals and Dempster-Shafer fuzzy
combinationshave been reviewed. Some experiments have been conducted but no conclusive comparison results
are available. In [8], the accuracy of individual classifiers are estimated, and classifiers are selected dynamically
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based on which classifier will yield best performance in specific local region. Ji and Ma [9] proposed to use a
structure consisting of randomly generated linear local classifiers with a voting fusion mechanism to perform pattern
classification tasks. Petrakos et al. [10] discussed the effect of correlations between classifiers and their impacts or
fusion performance.

The paper is organized as follows. Section Il presents the theoretical framework for this problem. Section Il
specifies our approach for Optimal Decision Fusion. Section IV details the application of the Optimal Decision
Fusion Algorithm in the Collaborative Signal Processing Sensor Networks area. Section V contains the experiments
we performed with our method and their results. Finally, section VI presents some conclusions to the paper.

II. PROBLEM FORMULATION
A. Decision Fusion Framework

We assume a data fusion architecture that consistsfo$ian centerand K distributed sensors. These sensors
observe a common feature vecter Then, each of these sensors will make a decision that majesa set of
N class labelsC = {C,Cy,---,Cn}. We may conveniently map them int¥ integers such thaf’,, = n for
n=1,2,---,N. Later, we use the set membership notatioa C,, to denote that the label of a feature vecior
is Cp,.

Each sensor will evaluate the feature vectand make a decisiofi(x) among the different classes. The sensors
may use the same type of decision rules or different types of decision rules. We only assume that the decision rule
running on a sensor remains the same during training and testing phases.

Depending on the specific signal modality, and sensor locations, each sensor may only use a partion of
reach its decision. For example, an acoustic sensor is capable of utilizing only acoustic signal to make a decision,
while a seismic sensor can only use seismic data. Two sensors located at different locations may receive different
acoustic vectors due to different distances from the (unknown) target location, or additive noise.

The feature vectog can be regarded as a concatenated vector at the fusion center that combines all the feature
vectors used by every individual sensors. With this notation, individual sensors then can make their own local
decisions (classifications) based only on a subset of elements in this common featurervéldias, one may
assume the local decision made by individual sensors are based on the common feature. vBo#ofact that
individual sensors use only a portion of this feature vector can be regarded as a variation of the decision rules
implemented on individual sensors.

We further assume that each of thesensors will forward its local decisiaf), € C to the fusion center. Thus,
at the fusion center, it will receive & x 1 decision vectod = [ di do -+ dg } With these notations, we
may definevalue fusionanddecision fusioras follows:

Value fusion The fusion center uses the combined feature vecttw reach a decision.

Decision fusion The fusion center uses the decision veeloio reach a decision.

In this paper, we will focus on the case of decision fusion. That is, we want to develop an optimal decision
fusion rule. The criterion of optimality will be defined after we review the statistical pattern classification theory.

B. Statistical Pattern Classification: Decision Rules

In a statistical pattern classification framework, the feature vectsr assumed to be a sample drawn from a
probability distribution (feature space) with probability density funcioh.f. p(z). Due to some natural assignment
process that is beyond our control, each of the sampke assigned to a unique class lalig]. The probability
that z belongs to a specific class,,, denoted byP(z € C,) = P(C,,), is known as thea priori probability * .
The likelihood that a sample will assume a specific feature valugiventhat this is drawn from a particular class
C,, is denoted by the conditional probabilip(x|C,,) = p(xz|z € C),). Using Bayes rule, the probability that a
particular sample belongs to claSg, giventhat the sample assumes the valuepfs denoted by tha posteriori
probability
p(x|Cn) P(Cy)

p(l’ € Cn‘x) = p(Cn|SU) = p(x)

(1)

1As a convention, we use lower capdo denotep.d.f. while using upper casE to represent probability.



In the rest of this paper, we will usedecision ruleand apattern classifielinterchangeably. As we said earlier,
a decision rule is a mapping from the feature veatto a an element in the class label §etThat is,d(x) € C. If
x € C, andd(z) = C,, then a correct classification (decision) is made. Otherwise, we say it is a misclassification
(incorrect decision).

The statisticaimaximum a posterior{MAP) classifier stipulates that in order to maximize the probability of a
correct classification (and hence minimize the probability of misclassification), the decision rule must choose the
class label among alV classes that yields maximum a posteriori probability. In other words,

d(x) = arg max P(Cy|z) (2)

For each feature vectar, the probability of correct classification is

N
P = / S° P(d(x) = Colz € Cu)P(Cr)p(x)da 3)
T p=1

In most practical applications, a set whining data samples are available. It is assumed that this training set
consists of independently drawn samples from the feature space. In this training set, the class labet"of the
training feature vectos (i) is specified. In such a situation, the probability of classifying a sampeC,, is into
a classC,,(# C,) can be denoted aB(x, C,,|C,,) = P(d(x) = Cp|z € C,,)P(C,,). Since there ar&V x N such
entries, they can be arranged inte@nfusion matrixM(x) such that thgn, m) entry of M(x) is P.(x, Cy,|Cy).
Averaging over the entire training set, the performance of a particular classiian be characterized with the
corresponding confusion matri:

M = 3" M(x(i)) @)

where the summation is taken over the indi¢eepresents the entire training data set.

I11. OPTIMAL DECISION FUSION

Given the above notations and definitions, we now turn our attention to the optimal decision fusion method.
As defined earlier, the decision fusion is itself a decision di#z)) € C that maps a feature vectael(xz) =

di de --- dg | toone of the class label. A critical observation is that the sample space of the decision fusion
classifier is finite and countable. In particular, since each decigidiakes onlyN possible values, the combined
vectord(z) can have at mosv X different combinations. For example, in a region-detection problem, each sensor
in the same geographical region reports whether it detects a target based on its own sensor readinyg.=Hence
If there are3 sensors within the same region all reporting to the same fusion center, then there are 2it m8ést
different combinations of their outputs

For each feature vectarin the training data set (or equivalently, the feature space), the $étsehsors will yield
a unique decision vectet(x). Therefore, the set av X decision vectors obtained using the sefdflecision rules
{dy;1 < k < K} uniquely partition the feature space im0 disjoint regions, denoted by,,,; 1 < m < NX}. As
such, the probability of correct classification of the fusion classifier is the sum the probability of correct classification
over each regiom,,. If a classifier maximizes its probabiity of correct classification in evegryit maximizes the
overall probability of correct classification. Hence it suffices to focus on developing an optimal classifier for each
of the individual regionr,,.

Denote the unique decision vector that every r,, maps to asd(m). The MAP principle stipulates that

£(d(m)) = Cy- it P(Cye|d(m)) > P(Cpld(m))
for n # n*. Using Bayes rule, ifP(x € r,,) # 0, then
P(d=d(m)|z € Cy,) - Plx € (Cy)
Pz erpy)
P(d=d(m);z € Cy)
Pz ery)

P(Cyld(m)) =

(5)

If the feature space consists of a countable set of points, the last expression can be replaced by



P(CJd(m)) = 1 T ) ©

where|A]| is the cardinal number of a sét Clearly that the MAP classification labél,- for r,,, can be defined
as:

(7)

«_ ) argmaxy, [,c. ~o p(z)dr continuous feature space;
- | argmax, |{z|z € r,, NC,}| discrete feature space.

Clearly, in a discrete feature space, the class label(ef) should be assigned according to a majority vote of
class labels among all € r,.

A. Performance Analysis

The proposed optimal decision fusion (ODF) classifier has several distinct and significant properties:

1) The ODF is the optimal MAP classifier in the sense that it minimizes the probability of misclassification

among all decision fusion classifier structures.

2) Unlike existing decision fusion methods, the ODF dd&3T assumendependencemong local classifiers.

In this sense, ODF is more general than all the existing works on decision fusion classifiers.

3) ODF is a non-parametric classifier in the sense that it does not impose a parametric statistical model on the

decision vectors.

First, we establish the optimality of the proposed classifier.

Theorem 1:Given a fixed set of local N-class classifiers, the decision fusion classifier designed according
to equation (7) is optimal in the sense that it yields minimum probability of mis-classification among all fusion
classifiers that uséd(m);1 < m < NX} as feature vectors.

Proof: For each given feature vectat(m), the proposed decision fusion classifier assign a class label that
maximizes the a posteriori probability. Since the entire set of feature vectors uniquely partition the original feature
space into disjoint sets, maximizing the a posteriori probability of individual region will guarantee the a posteriori
probability over the entire set of decision vectors is maximized.

Although the decision fusion classifier presented here is the optimal classifier among all classifiers that use
decision vectors as feature vectors, inst necessarily the optimal classifier of the original classification problem
in the Bayesian sense.

Theorem 2:Denote P; to be the probability of mis-classification of a decision fusion classifier as described in
theorem 1, and®, to be the probability of mis-classification of a Bayesian classifier that uses the original feature
vectorx. Then

Pd > Pe (8)

Proof: The probability of correct classification of a Bayesian classifier is:

N
1= 2= [ PCIPUE) = Cole € Colpla)is
N n=1
= > [ Pll@) = Cuiw € Cpla)da
n=1
N M
= > [ 3 PU@) = Cuiw € Cunrnlpla)ds
n=1" m=1
M N
= Y /Z P(d(z) = Cpiz € Cp N 1) p(a)dx
m=1" n=1

M
> Z_l/P(d(a:) = Ch;2 € Cp- N1py)p(z)dx

- 1-P (©)

The last inequality follows from the decomposition of



N N
Z Pld(z) =Cpixz € CyNry) = Z P(d(z) = Cp;x € CyNrpy) + P(d(x) = Cpey 2 € Cpe N1yy)  (10)
n=1 n=1,n#n*
Intuitively, within each region,,,, the original Bayesian classifier allows eacho be labeled (classified) into a
classn such that

P(Cylz) > P(Cprlz) for n' #n (11)

But with decision fusionall z within r,,, must be assigned to a single label. Thus, this leads to the potential
performance degradation.

1) Comparison with Other Fusion Method&et us use an example to illustrate the difference between the
proposed ODF method and the voting method. Consider 3 local classifiers ) binary decision K = 2)
example. Consider a particular decision veatfigin) = { 0 0 1 } Based on majority voting fusion method,
this will lead to a fused decision of 0. However, suppose the correspongingonsists of 3 training samples
with correct class labels 1, 0, 1 respectively. According to ODF, the class label of the decision vector 001 will be
assigned to 1. As such, the ODF will out-perform the majority voting scheme within this particular region. Note
that in this example, two local classifiers made two mistakes (the first and the third samples), and the third one
made one mistake. However, minority opinion prevails with ODF.

IV. APPLICATIONS OFDECISION FUSION TO SENSORNETWORK COLLABORATIVE SIGNAL PROCESSING

In November 2001, a field experiment sponsored by the DARPA ITO SensIT project has been carried out at 29
Palms California, USA. Custom-made prototype sensor nodes are laid out along side a road. Each sensor node is
equipped with acoustic, seismic, and polarized infrared sensors, a 16-bit micro-processor, and radio transceiver anc
modem. It is powered by external battery. During experiment, military vehicles such as AAV (amphibian assault
vehicle), DW (dragon wagon) will pass through the road, and sensors will sample the corresponding multi-modality
signature. The acoustic signal is sampled at 4960 Hz at 16-bit resolution. The set of data segments used in the
experiment reported in the next section are taken from the acoustic signatures of a single AAV as well as a single
dragon wagon vehicle travelling from east to west along the road during a time period of approximately 2 minutes
each.

A collaborative signal processing algorithm suite has been developed in the UW-Madison SensIT research team.
The sensor network signal processing tasks include detection, localization, classification, and tracking. Sensors in
the sensor field are group into regions according to their geographic proximity. Individual sensors report to a region
manager where data fusion is performed. In this system, each individual sensor node will perform its own target
detection and classification task using its own data samples. The detection is basically the classical constant false
alarm rate (CFAR) [11] [12] detection algorithm. At a cycle of every 0.75 second, each sensor node that is activated
will compute an energy reading from its three sensor channels. This new energy reading will be compared to a mean
and variance of previous energy readings to determine if it is an outlier. If so, this energy reading may signal the
presence of a target. Otherwise, this energy reading is assumed to be generated from the background noise proces
and hence will be used to update the mean and variance of the energy readings. Upon a positive detection decisior
is made at a node, it will load a classification module to classify the type of vehicles. The details of detection
and classification results will not be elaborated here for the sake of brevity. The detection and classification results
as well as the mean and variance of the background noise energy sequence then will be transmitted to the regior
manager node. An important observation here is that using energy reading instead of raw waveform, only a few
bytes will need to be transmitted for every 0.75 seconds. This represents a tremendous reduction of communication
load via the wireless channel.

At the region manager node, a region-wide detection fusion and classification fusion will be performed based
on results reported from individual sensor nodes within the region. The purpose of these fusion operation is to
improve the quality of decisions. If region-wide target detection is confirmed, the energy based source localization
algorithm then will be applied to locate the vehicle locations within the sensor field. The estimate vehicle locations
then will be passed to a Kalman-filter based tracking algorithm to predict the new position of the vehicle and to
facilitate other types of queries.
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Fig. 1. (a) A Sensoria sensor node; (b) sensor layout in the sensor field

V. EXPERIMENTS

We run experiments on data collected from a sensor network. We assume that a humber of sensor nodes are
deployed in an outdoor sensor field. Each sensor node consists of an on-board computer, power source (battery), on
or more sensors with different modalities, and wireless transceivers. Depicted in Figure 1(a) is a prototype sensor
node used in the DARPA SensIT project, manufactured by Sensoria, Inc. With this sensor node, there are three
sensing modalities: acoustic (microphone), seismic (geophone), and infrared (polarized IR sensor). The acoustic
signal is sampled at 5 kHz at 12 bit resolution. The on-board computer is a 32-bit RISC processor running the
Linux operating system.

The sensor field (c.f. Figure 1(b)) is an area of approximad8élyx 300 meters in a California Marine training
ground. The sensors, denoted by dots of different colors in Figure 1(b) are layout along side the road. The separation
of adjacent sensors ranges from 20-40 meters. We partition the sensors into three geographicatbgitotzal
Sensors within each region will be able to communicate freely. One sensor within each region is designated as a
manager nodeThe manager node will be given the authority to communicate with manager nodes of surrounding
regions. This hierarchy of communication ensures that only local wireless traffic will be engaged, and hence
contributes to the goal of energy conservation.

Military vehicles, including theAssault Amphibian Vehicl@AAV), the Dragon WagonDW), the High Mobility
Multipurpose Wheeled VehiclgtiMMWYV), and others are driving passing through the roads. The objective is to
detect the vehicles when they pass through each region. The type of the passing vehicle then will be identified,
and the accurate location of that vehicle will be estimated usingregy-based localization algorithnin the
following discussion, we will assume there is at most one vehicle in each region. During the experimentation in
November 2001, multi-gigabyte data samples have been recorded and are used in this paper. We will call these
data Sitex02 data set.

For each of the 0.75 second duration, the energy of the acoustic signal will be computed. This single energy
reading then will be fed into @onstant false alarm ratéCFAR) energy detector [4] to determine whether the
current energy reading has a magnitude that exceeds a computed threshold. ihose-detectiorevent will be
declared for this duration. Otherwise, the energy reading is considered as contributions from the background noise.

Once a positive target-detection decision has been made, a pattern classifier using Maximum likelihood pattern
classifier [4] is invoked. The acoustic signal is recording using a sampling frequency of 4960 Hz. We use a 50
dimensional feature vector based on the Fourier power spectrum of the corresponding acoustic time series within
the 0.75-second duration. This feature is created by averaging by pairs the first 100 points of the 512-point FFT,
which are then normalized; the resolution of the frequency spectrum sampling is 19.375 Hz due to the averaging.

From the classification decisions and the detection results from individual nodes, we will create a decision vector
that will group the individual decisions based on the sensor to vehicle distance. This is needed because the numbe|
of nodes that participates in the fusion process varies with time, as nodes that do not show detection are excludec
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Fig. 2. Simulation results comparing ODF with majority voting method

from the fusion. We group the decisions of the nodes based on their locality: nodes within a certain distance
interval from the vehicle are grouped and majority voting is performed among these grouped decisions to achieve
a single decision result: this will be the decision of what we call a local pseudoclassifier. In this way, we obtain

a decision vector that will contain the pseudoclassifier's decisions and we proceed to use our proposed method on
these vectors. For this experiment, we used five local pseudoclassifiers with a range of 20 m for each one; thus,
only nodes that are closer than 100 m to the vehicle are taken into account in the decision fusion at any given time.
We compare the results of our proposed method with that of majority voting, as it is a widely accepted baseline
method.

We combined the AAV and DW data and randomly partition the data set into a training data set consisting of
roughly 67% of data samples and a testing data set of the remaining samples. Then we use the proposed ODF
method to develop a classifier and use that classifier to classify the testing data set. Meanwhile, we developed a
majority vote fusion classifier and test it on the same testing data set. This experiment is repeated 100 times. Each
time the classification rate of both the ODF and the voting methods are recorded. The classification rates of the
voting versus the ODF methods are depicted in figure 2. It can be seen that only 4 out of 100 trials the majority
vote method exceeds the ODF method. These situation occurs due to finite size of the training data set that can
not accurately capture the characteristics of certain regigns

VI. CONCLUSIONS ANDFURTHER WORK

In this paper we have shown that using a simple algorithm, the optimal decision fusion method can be defined
even without explicitly knowing the classification rates of the different sensors, or for dependent sensors in a region.
We also have shown experimental results that holds our argument. It is important, however, to have enough features
available during training so that the statistics for each one of the different regions based on the decision vector
results are statistically defined.

In the future, we will report results of application of this method in other real-world problems, such as collab-
orative signal processing and handwritten character recognition. We will also report on any patterns observed for
committees of multiple members.
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